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Abstract — Process Control Systems (PCS) is the set of systems
that remotely controls and receives sensory signals. Supervisory
Control and Data Acquisition System (SCADA System), usually
referred to as a dispatch control system, is the subset of PCS that
controls systems over a large distance [1]. Security assurance of
such systems against modern cyber threats has become an
extremely topical issue in recent years. The paper describes
possible security solutions, as well as gives an overview on the
SCADA network modelling possibilities.
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1. INTRODUCTION

Monitoring, control and data acquisition (Supervisory
Control and Data Acquisition — SCADA) systems form a
critical infrastructure related to energy supply utilities, water
and wastewater treatment plants, as well as large-scale
transport systems, such as cross-border railways. Nowadays,
SCADA networks are increasingly exposed to cyber attacks.
The problem has become extremely topical taking into
account expansion of SCADA networks and usage of global
networks for dispatching purposes.

Process Control Systems (PCS) is the set of systems that
remotely controls and receives sensory signals. Supervisory
Control and Data Acquisition System, usually referred to as a
dispatch control system, is the subset of PCS that controls
systems over a large distance [1]. SCADA systems form a
critical infrastructure that connects power supply equipment,
water and sewage drainage systems, as well as large-scale
transport systems, for example, cross-border railways.

Most of the SCADA and other process management
systems that are currently used by companies were developed
several years ago, long before the global and private network
or the emergence of the personal computers. That is why at the
time of implementation of dispatching systems it was not
necessary to include any cyber security features. At that time,
a good SCADA system security meant physical access
limitation to the network and the management and control of
hardware. System designers thought that if the SCADA
system is adequately insulated from the physical access of any
unauthorized person and can be accessed only by authorized
personnel it is secured, and most likely will not be
compromised. This law does not work any more.

II. OVERVIEW

Nowadays, the dispatch control system used in one of
Latvian largest energy production companies has functionality
that completely satisfies the proposed requirements for its use.
However, the question of network security improvement

always remains topical. Due to the fact that production and
distribution of electric power is the main part of the state
critical infrastructure, the dispatch control system may be
attacked by “cyber-terrorists”. Such attackers use all possible
and hardly available means and information sources to obtain
detailed comprehension of SCADA systems, their possible
vulnerability, as well as defects in dispatch control system
security of a particular company. Because of the complexity of
different system network, engineers frequently cannot prevent
additional load that threatens the safety of systems. The
purpose of this paper is to improve the total SCADA system
safety level using modern solutions in information technology.

Network security solutions are firewalls, antivirus software,
Intrusion Detection Systems (IDSs), Intrusion Prevention
Systems (IPSs), Network Behaviour Analysis (NBA), and
Network Behaviour Anomaly Detection (NBAD) systems.
IDS detects the attack of network or computer system and
follows the data that streams from one computer system to
another. IPS prevents the attack of a computer network or
computer system preventing data takeover or damages [2]
(Fig. 1). NBA system analyzes data streams during the data
transfer time in computer systems and offers results of
effective analysis in real-time. Network Behaviour Anomaly
Detection system identifies anomalies and reveals unreliable
processes on the basis of information about the calculated
optimal data stream during the data transfer [3].
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Fig. 1. Displacement of intrusion protection system

III. MODERN SCADA NETWORK SECURITY CONCEPTS

One of the most mysterious areas of information security is
the security of industrial systems. There is not any other area
of information security, which includes so many myths,
mistakes, misconceptions and lies. Very high rate of industrial
system security also increases the level of secrecy. If the trade
secret disclosure may bring great losses to the company, the
electricity production management going into "the wrong
hands" can kill thousands of people.
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Misunderstandings are the main barriers for network
security professionals to implement the best possible
information security strategies. Security of SCADA systems
can be divided into three main misconceptions: SCADA
system is located in completely separated networks,
connections between SCADA systems and other corporate
networks are protected with strong access controls, and
SCADA systems require specialized knowledge, which makes
them less susceptible to network attacks [5].

A. SCADA Systems Located in a Separate, Stand-Alone Network

Most of the SCADA systems were built before and often in
isolation from other corporate networks. As a result, IT
managers raised complaints that these systems were not
accessible from corporate network or remote access points.
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Fig. 2. SCADA network

Now, thanks to two changes in the best practices of
information management, dispatch control system networks
and enterprise information technology systems are often
connected. First, remote access to SCADA brings engineers an
opportunity to connect to the system using a variety of
programs and processes for the management and control
through corporate networks (Fig. 2 shows that the SCADA
network is connected to the corporate network, which in turn
is linked to an external network).

Second, many utilities make connections between the
corporate and SCADA networks to gain instant access to
critical data on the overall system and individual operation
status that is necessary for the business important decision
making. Often, these connections are established without
awareness of any of possible security risks. In fact, corporate
network security strategy rarely takes into account the fact that
access to these networks provides access to the dispatching
system and its control.

B. SCADA Systems and Networks Protected with Strong Access
Control

Many enterprise networks and SCADA system connections
need to be consistent with a number of communication
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standards. Because of the difference in complexity of the
systems that are being integrated, network engineers often fail
to prevent additional burdens that threaten the security of the
system.

As a result, the corporate network access control, protecting
SCADA systems from unauthorized access, usually is
minimal. This is largely due to the fact that network
administrators simply forget about any open access point and
do not control its usage. Although international standards and
specifications recommend making use of an internal firewall,
intrusion detection system and strong password policies, no
utility program is able to completely protect all entry points of
a dispatching system.

C. SCADA Systems Require Specialized Knowledge

The assumption that all SCADA system attackers lack the
ability to access information on the development and
operation of a system is incorrect. Due to the fact that many
national engendering communication network management
systems to some extent are part of country’s critical
infrastructure they are possible targets for cyber-terrorist
attacks. Such attackers are highly motivated and well funded;
they are the best of the world's hackers. They will use all
available sources of information to gain a detailed
understanding of SCADA systems and their potential
vulnerabilities, as well as probable network security bugs of
the used dispatching system.

A growing number of attacks, the constant progressive
threats and new vulnerabilities in SCADA networks can bring
a national disaster.

IV. ANALYSIS OF TYPICAL ATTACKS AND SECURITY
SOLUTIONS

Typical attacks aimed at SCADA systems using standard
hardware and software features are the following:
e malicious code such as viruses and worms;
e unauthorized access to the company's business critical
data;
e unauthorized change and transfer of this data to other
people.

Three network protection levels for solution of SCADA
system network security can be distinguished:

e physical protection level. At this level, physical access to
SCADA systems and other network hardware is
controlled;

e intra-company level. At this level, staff access to certain
information is regulated;

ean external level. At this level, corporate information
resources and technologies that can be accessed by an
external network user, for example, a customer, are
determined.
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Fig. 3. Network level security solutions

The external network protection level includes a broad
range of issues related to electronic transmission of
information from one place to another. Lack of control of this
level of SCADA system security can bring greatest losses for
the business itself, as well as create national disasters [4].

Theoretically, data transmission can be established both
between systems in different continents, and between the
company's internal systems. Thus, data becomes vulnerable to
various types of network failures that threaten the
confidentiality and integrity of the transmitted data. However,
many of these threats can be reduced or eliminated by
appropriate means. Network security solutions are designed
for detection and prevention of errors in the transmitted
information, as well as for correction of information that have
been intentionally amended. Fig. 3 shows a diagram of
external network protection level security solutions.

Network invulnerability assurance is a continuous process,
where new threats arise all the time. However, many network
security solutions consume too much system resources, which
may disturb real time operation of the SCADA system.

One of the main reasons behind monitoring and storing of
network activity logs is the physical and logical level intrusion
detection and prevention. In case, unusual activity warning
and comparison with the previously collected data solution are
implemented, it is easier to detect real-time attacks and
prevent them in the SCADA system.

In particular, at the logical level, where an attack could
bring losses in seconds, automatic equipment should be
equipped with intrusion solution tools. Such tools can be
divided into two main categories: Intrusion Detection Systems
— IDSs and Intrusion Prevention Systems — IPSs. IDS works
exactly as a monitoring and alerting tool, which generates
alerts on a possible attack the protected system is subject to or
on the detection of an unknown activity. IPS generally works
with IDS generated alerts. It analyses them and initializes
protective actions. As a counter measure to the detected attack
on the network IPS may even reject the entire traffic of the
attack source.

V. MODELLING OF THE SCADA NETWORK

Nowadays, security studies are being used while developing
a new system or the upgrade project of the already used
system is being implemented. A typical starting point of a

2012 /15

security survey is the current situation analysis and the
identification of safety issues. The next step is the
development of a real model of the system at such level of
abstraction so that security issues are explored without
overcoming inappropriate wasting of time and financial
resources. In order to break the attacker's plans and the impact
of the attack, protective measures are applied.

Assessment of security level of the SCADA network can be
imagined as a three-step approach, similar to the above-
described modelling of system attacks and countermeasures.

The first step is the modelling of the computer network
under normal conditions, when it is not under any type of
attack. During modelling, a number of metrics are being
generated that later will serve as a basis for comparison. For
example, the average packet delivery success or the specific
network segment throughput can be estimated.

Model of an attacked computer network uses the model
developed in the previous step in addition to the attacker's
model. In both steps, metrics of simulation results are
compared, and the impact of the attack is determined.

Then the attack impact analysis and security standards
recommendations are used to develop a security mechanism
for future prevention of such an attack. Later, the model of
defence mechanism is added to the model of previous step
attempting to protect a computer network from the modelled
attack. Then simulation result metrics of the second and third
steps are compared, and conclusions regarding effectiveness
of the mechanism used for protection are drawn.

[l e |

[ (SCADAMetwork) SCADANetwork
o~

ER Doiruru,t -@ D | 2 & &[5>
Jnn- ples.inet.scad k.SCADANetwork) SCADANetwork (id=1) (pt02ACEI68)  Zoom:1.21x
SCADANetwork
13 1P nodes
0 non-IP nodes
(]

|
| configurator B
! o L

~outer{0] B
M v
{ routel4]

=
refliter[8]
router1]
ol
router(§]
el router(7] ==
—J ot 6

g RTU

royter{2]

router[3]

Fig. 4. The model of the SCADA network
While most attacks and security measures can be modelled

using simulation, there are also a number of safety problems
that cannot be modelled, for example, the usage of social
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engineering by the attacker to learn from a SCADA controller
a way to seamlessly infiltrate dispatchers’ work place.

Nowadays, one of Latvian energy production companies
does not use any kind of intrusion detection or intrusion
prevention systems; however, the company shows its interest
in functionality of such systems. For this reason, the SCADA
network of this company has been modelled based on the
obtained information.

To meet the requirements, the usage of special network
modelling software is possible. For example, Boson Netsim,
OMNeT++, OPNET Modeler or SSFNet. OMNeT++ and
SSFNet are open source software, but others offer only demo-
versions for free. OMNeT++ has the graphical user interface
that is not available in SSFNet. That is the reason why the
OMNeT++ modelling tool has been chosen for the
development of a model.

In order to develop the SCADA network model as in Fig. 4,
OMNeT++ has been expanded with the communications
network modelling package — INET Framework. The model
displayed in Fig. 5 has been developed using additional INET
Framework modules such as StandardHost, Router and
FlatNetworkConfigurator. The StandardHost module has been
used to simulate Data Centre (DC), Server (SRV), dispatcher
work places (DISP) and remote terminal units (RTU). All 9
routers have been simulated using Router modules, and
automatic network configuration has been implemented using
FlatNetworkConfigurator module.
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Fig. 5. The SCADA network model in the OMNet++ environment

VI. CONCLUSIONS

The conceptual model of the SCADA network has been
created, and, as a result, the SCADA network model has been
developed using the OMNeT++ simulation tool.

Later, the imitation of attacks and the extension of
developed model with necessary defence mechanisms have
been performed.

The analysis of the results of imitation has shown that the
network behaviour analysis system for prevention of possible
cyber attacks will be the best-suited option for the SCADA
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systems to improve the overall security level of the whole
system.

During the analysis of the results, some recommendations
on how to improve the SCADA network safety have been
offered.
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Alona Skorobogatjko, Pjotrs Dorogovs, Andrejs Romanovs. Uz tikla uzvedibas analizes bazéto telausanas noteik§anas sistému izmantosana SCADA
tiklos

Procesu vadibas sisteémas (Process Control Systems — PCS) ir sistému kopums, kas attalinati kontrol€ un sanem sensoru signalus. Uzraudzibas vadibas un datu
apkoposanas sistémas (Supervisory Control and Data Acquisition system — SCADA sistéma), ko parasti sauc par dispeceru vadibas sistémam, ir PCS sistému
apakskopa, kas nodrogina citu sistému attalinato kontroli. Sadas uzraudzibas, kontroles un datu apkoposanas sistémas veido valsts kritiskas infrastruktiiras, kas ir
saistitas ar energoapgades piegades pakalpojumiem, tidens un notekiidenu attiriSanas iekartam, ka ari liela meroga transporta sisttmam, pieméram, parrobezu
dzelzceliem. Sadu sistému dro§ibas nodroginasana pret misdienu kiberdraudiem pédgjos gados kluvusi loti aktudla, it Tpai, nemot véra, ka lielaka dala no
SCADA un citu procesu vadibas sistémam, kas paslaik tiek izmantotas uznémumos, tika izstradatas pirms vairakiem gadiem, ilgi pirms globalo un privato tiklu
vai personigo datoru paradiSanas. Tiesi tap€c So sistému implementacijas laika netika izvirzitas nopietnas prasibas sist€ému droSibas pasakumiem. Darbs apraksta
iespgjamos drosibas risinajumus, ka ari sniedz parskatu par SCADA tikla modeléSanas iesp&am. Darba mérkis ir uzlabot kop&o SCADA sistemas drosibas
pakapi, izmantojot modernus informacijas un komunikacijas tehnologijas risinajumus. Darba izstrades laika tika izp&titas SCADA tikla dro$ibas problémas un
mekl&tas iespgjamas datu dro§ibas nodro§inasanas tehnologijas, tadél tika apskatiti dro§ibas standarti un izanalizétas uz anomaliju noteikS8anu un launpratigu
darbibu atklaSanu bazetas tikla drosibas nesankcionéto darbibu atklaSanas un pretielauSanas sistémas. Ir izstradats SCADA tikla modelis ar OMNeT++
modelésanas lidzekla palidzibu, taja tika imitéti vidutaja uzbrukumi un drosibas mehanismi. Izstradatas funkcionalas prasibas tikla uzvedibas analizes sist€mai
var kalpot ka paliginstruments valsts méroga elektroenergijas razoSanas kompaniju specialistiem pareiza dro§ibas risinajuma izvélei.

Anéna Ckopoboratbko, IIéTp Joporos, Auapeii Pomanos. Mcnoab3oBanue cucreM 00HApY KeHHsI BTOP:KeHHil, 0CHOBAHHBIX HA aHAJIN3E MOBEIeHHS
ceTH B MHAyCcTpUaIbLHBIX ceTsax SCADA

Cuctembl ynpapieHust TexHosorndeckumu nporeccamu (Process Management Systems — PCS) - 310 KOMIUIEKC CHCTEM, MO3BOJISIONIMX BECTH yJaJCHHOE
yIpaBJIeHHE NIPOLECCaMHU ¥ MOJTydaTh ¥ 00pabaThIBaTh CHTHAJIEI ¢ CeHCOPOB. CHCTEMBI IUCIETYEPCKOro ypaBieHus u cobopa naHHEIX (Supervisory Control and
Data Acquisition system — SCADA-cucrtembl), Kak OpaBUiio, Ha3bIBAIOT HA3EMHBIMH CHCTEMaMH KOHTPOJISI M YIPABJICHUSI, IO CYTH, SIBISIIOTCS TIOMHOXXECTBOM
PCS cucrem n obecreunBaroT AUCTAHIMOHHOE YNPABJIEHUE IPYTUX CHCTeM. Takue CHCTeMbl MOHHTODHHTA, JHCIETYEPCKOTO YNpaBICHHA U cOOpa DaHHBIX
COCTaBIAIOT TOCYAAapCTBCHHYIO KpPHTHUYECKYI0 HHQPACTPYKTYpy, CBS3aHHYIO C IOCTaBKOH OJHEPreTHYECKUX YCIYT, YIpPaBICHHEM IOCTaBKAMU BOEbI,
COIep)KaHUEM OYHCTHBIX COOPYXKEHHIl, a TakkKe ¢ KPYITHOMACIITaOHBIMH TPAHCIOPTHBIMH CHCTEMaMH, TAKUMHU KaK MEKIOCYIapCTBEHHBIC JKEJIE3HBIE TOPOTH.
ObecneueHne 6E30IMaCHOCTH TAKUX CHCTEM OT KMOEp-yrpo3 B MOCIEAHHE TOJbI CTAJI0 OYEHb aKTyaJbHBIM BOIPOCOM, YUUThIBasA, 4To OoibumHCTBO SCADA 1
JPYTUX CHCTEM YIPABICHUS TEXHOJIOTHYECKHMH IIPOLECCaMU, KOTOphIe B HACTOSIIEE BPeMsl HCIIONB3YIOTCS Ha MPEINPUATHSX, ObUIH pa3paO0TaHbl HECKOIBKO
JIET Ha3aj, 33JI0Jr0 1O IOSIBICHUS IIIOOANBHBIX M YaCTHBIX CETeH MM HMEepPCOHAIBHBIX KOMIBIOTEpPOB. PaboTa ONMMCHIBA€T BO3MOJXKHBIC PEICHHS B 00JNACTH
6e30MacHOCTH, a TakKe MPEeIoCTaBIsieT 0030p Bo3MokHOCTeil MonenupoBanus cereit SCADA. Llensio paGoTsl sIBISETCs yiydiieHne oOmeld 6e30macHocTr
cucrem SCADA, ucnonb3ysi COBpEMEHHBIE CPEACTBa MH(YOPMAIIMOHHBIX TEXHOJOTUI U BO3MOXXHOCTEH KOMMYHHUKalUUH. Bo BpeMs MOArOTOBKH paboOThI ObUIH
H3y4eHBI pobieMbl ceteBoit 6e3onacHocTn SCADA cucTeM U HaiiIeHbl BO3MOYKHBIE TEXHOJIOTHH oOecreyeHust 0e30macHOCTH. st 3TOro ObUIM PaccCMOTPEHBI
CTaHJapThl 0€30MaCHOCTH M HMPOAHAIM3UPOBAHBI CUCTEMBI OOHAPY)KEHHs U IPEJOTBPAIlEHUs BTOP)KEHUH, OCHOBaHHbIE Ha aHAJIM3€ CUTHATYp M aHOMaJUi B
MOBE/ICHUU T10JIb30BATEINICH U NpUiIoKeHuit cetu. Mcnonb3ys cpeny monenupoBanus OMNeT++, Gbuta pazpadorana moznens SCADA ceTH, UMUTHPOBAHBI aTaKu
«JeOBEK IIOCepearHe», 3aTeM MOJeNb ObUIa IONOJHEHa MeXaHM3MaMH 3ammThl. DyHKnHOHANbHBIE TpeOOBaHHS K CHCTEME aHAIN3a IOBEACHUS CETH,
pa3paboTaHHEIC aBTOPOM HayJHOU paboTHI, IIOMOTYT CHEUANIICTaM OT/ea CTPaTerHIecKOro pa3BUTHS IIpU BeIGope cuctemsl 3amuTtsl SCADA cetn.
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