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Abstract — Nowadays with vast growing number of network
information systems and their integration not only into work but
also into people’s private life, security assurance of industrial and
private information assets is becoming an extremely sensitive and
topical issue. There is a huge number of available non-
commercial (free of charge) and commercial methods for
information protection from unauthorized access of undesirable
individuals. Currently, studies in the field of information security
focus on the use of various intellectual data mining techniques for
building an intellectual information security system. Such
security systems roughly (for the purpose of this paper) can be
divided into intrusion protection and intrusion detection systems
—IPS and IDS, respectively [1].
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I. INTRODUCTION

Recently, the problem of ensuring network security has
been the stopping factor for development of the Internet
applications. Being one of the most important network
technologies, intrusion detection systems still have some
drawbacks. By utilizing intellectual data mining technologies
for Web-based applications, some problems of intrusion
detection can be solved. This paper will describe common
architecture of intrusion detection systems for Web
applications; moreover, main modules of such a system, data
flows and functional issues will be pointed out. Besides, some
principles of common intellectual data mining technologies
that can be used for Web IDS will be described.

II. OVERVIEW

In general, intrusion protection systems include any
available method or recommendation that prevents attackers
from gaining access to a secured network, system or
information asset. Most common ways to ensure high
availability intrusion protection system is the use of any kind
of firewall or anti-virus software. Each type of IPS has
different levels of provided protection. Sometimes it is even
advisable to build an IPS containing more than one security
solution.

The intrusion detection system, in turn, may be considered a
type of security assurance methods both for information
systems and computers. Such a system should make the
comprehensive analysis of the gathered information of
computer, network or information system activities to
proactively identify potential security breaches that may
include both attacks from inside and outside of the protected
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perimeter. The fact that data and systems cannot always be
protected from outside intruders in the contemporary Internet
environment using ordinary security mechanisms, such as
passwords and file security, leads to a range of issues.
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Fig. 1. General module of the intrusion detection system

Intrusion detection is a method to effectively protect the
host system from possible attacks. As a supplement to
firewalls, intrusion detection systems can provide additional
options for systems dealing with network attack, expand the
ability of a system administrator to assure information
security, and promote the completeness of information
security in three main information security aspects.

Mainly IDS consists of data acquisition, intrusion analyzing
and emergency response modules. The structure is shown in
Fig. 1.

The acquisition module collects the log files of the analyzed
system and Web, network traffic, etc.

Intrusion analyzing module is responsible for the analysis of
collected log files using intellectual data mining techniques,
such as Hidden Markov Models, Audit Trail Pattern Analysis,
K-Nearest Neighbour Classification, Principle Component
Analysis, Association Rules, etc., and integrity analysis and
later responds whether it is intrusion.
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Emergency response module has to initialize security
actions depending on the provided information regarding
possible intrusion. Such security actions may include software
based activities, such as stopping of attacked processes,
initializing back-up procedures etc., as well as hardware
activities — collapse of the network connection, closing of
Web services, etc.

Currently, all intrusion detection systems available on the
market fall into two categories — network-based systems,
which are placed in the network nearby the system that is
being monitored and that examine network traffic, and host-
based systems, which actually run in the system being
monitored and that examine the activity of the monitored
system. Most recent type of intrusion detection systems
resides in the operating system kernel and monitors the
activity at the lowest available level of the protected system.

Network- and host-based IDSs bring very similar
advantages (Table ). Both of them are very well suited for
outsider deterrence. Network-based systems are able to warn
attackers regarding their illegal actions, thus working as a
buffer for inexperienced hackers showing them that they are
not as safe as it seems. On the contrarily, host-based systems
work on the assumption that people that are aware of constant
monitoring of their actions are less likely to commit misuse.
Although both types of systems are able to detect a vast
variety of intrusion actions, the former is more oriented
exactly to network activities while the latter is able to detect
more insider actions. Furthermore, both systems can react and
even alert security personnel of possible misuse.

TABLE
HOST- AND NETWORK-BASED SYSTEMS
Benefit Host-based systems Network-based
systems
Deterrence Strong deterrence of Strong deterrence of
insiders. outsiders.
Detection Strong insider Strong outsider
detection. Weak detection. Weak
outsider detection. insider detection.
Response Weak real-time Strong response
response. Good for against outsider
long-term attacks. attacks.
Damage Excellent for Very weak damage
Assessment determining the extent | assessment
of compromise. capabilities.
Attack Good at trending and None.
Anticipation detecting suspicious
behaviour patterns.
Prosecution Strong prosecution Very weak because
Support support capabilities. there is no data
source integrity.

In recent years, a vast majority of research activities in the
area of anomaly detection have been focused on studying the
behaviour of programs and the creation of their profiles based
on system call log files. Until now, a simple anomaly
detection method based on monitoring system calls initiated
by the active and privileged processes is widely used.

The profiling of the behaviour of the end user is not less
important aspect of data protection than the profiling of the
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software activities. This method is effective in detecting
internal attacks that constitute one-third of the corporate
system security. On the other hand, it is difficult to take into
account the difference between the behaviour of end users and
to build profiles of their activities in comparison with the
building of a profile of program behaviour. Hackers can even
try to adapt their behaviour to fool IDS systems [4].

III. DATA MINING TECHNIQUES

The profiling of the software and network activities is not
less important aspect of data protection than the profiling of
behaviour of the end user. This method is effective in
detecting external attacks that constitute almost two-thirds of
the corporate system security.

A. Hidden Markov Model (HMM)

A particularly powerful method that uses a fixed number of
states is a hidden Markov model, which is widely used in
speech recognition, as well as in the simulation of DNA
sequences [6], [7]. The hidden Markov model (HMM)
describes a double stochastic process. HMM states represent
some unobservable conditions of the system being modelled.
In each state there is a certain probability of creating one of
the possible system outputs and a separate probability
indicating a possible next state.

The time to check each network call depends on the size of
the model and size of the current list of valid states. This list
tends to be very small, if it consists of only "normal" tracks of
network activities and contains all the possible states after the
discovery of anomalies.

B. Audit Trail Pattern Analysis

Algorithm to build a table of fixed-length patterns of
normal network activities is very simple. From the sequence
of data passed through the analysis module, all the unique
subsequences are retrieved (models of a given length k). This
is achieved by using a sliding window of length k for all the
input data, followed by writing all occurring subsequences.

Pattern-matching technique is similar to the pattern-
generation technique. The k-length window is moved through
the sequence, recorded during the actual operation of the
system with the network flow. Each packet is checked for a
match, i.e., whether there is a pattern that corresponds to the
subsequence in the window.

To detect an attack, at least one of the subsequences
generated by the attack itself should be classified as an
anomaly. However, as shown by experimental results, full
compliance cannot always be achieved [5]. Thus, the threshold
is defined so that only the sequences with a number of
occurrences above this threshold are considered suspicious.

C. K-Nearest Neighbours

Instead of analyzing the local ordering of network packets,
data on the frequency of those packets can be used to
characterize network behaviour. Using the metaphor of text
processing, each network packet is treated as a "word" in a
long document, and a set of network packets generated by
each network connection is seen as a "document". This
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analogy enables us to use the full range of well-developed
methods of text processing [8] for the problem of intrusion
detection. One such method is the method of K-nearest
neighbour classification [9].

By analogy with text categorization, each network
connection initially appears as a vector where each entry is a
network packet during the connection. Ranking techniques,
such as the frequency weighting and tj = i}, are used to
determine the values of vector elements. To classify a new
connection as normal or intrusive, kNN classifier computes
the similarity between the new connection and each instance
of training data, and uses the class labels of K closest
neighbours to define the class of the new connection. This
approach contributes to the underlying assumption that the
connections belonging to one class will be collected in a single
cluster in the vector space.

D. Association Rules

The above-mentioned data mining methods are widely
studied and discussed in many articles and scientific
experiments. In turn, a method for association rule
construction being one of the most popular approaches among
various data mining methods is relatively rarely used in the
intrusion detection sphere.

Initially, association rule induction method has been
proposed to be used for the so-called problem of market
basket analysis, which aims to find patterns in behaviour of
supermarket consumers. In particular, Boolean associative
rules aim to identify sets of products (items) that are often
bought together. Discovered rules may, in particular, tell us
that people who buy butter and milk will also buy bread.

In other words, the purpose of the analysis is to identify the
following dependencies: if a certain set of elements of X
appears in the transaction, then on the basis of this we can

conclude that a different set of Y will also appear in this
transaction. Establishing such relationships enables us to find
very simple and intuitive rules.

The association rule induction algorithm can be used for
two-phase (learning and detection phases) intrusion detection
system. Taking into account that during the learning phase the
system learns and analyses raw network data provided and
then, on the basis of these rules, creates a network security
model that will subsequently be used for a real intrusion
detection, it can be concluded that the construction of proper
rules of normal behaviour of the system is a key factor for a
network intrusion detection system.

IV. WEB-BASED SYSTEM SECURITY

For a web-based system, the displacement of intrusion
detection system (Fig. 2) is one of the vital issues to be solved
to ensure security of information assets. Comparing to end-
user applications, where IDS is likely to be deployed on the
host level, which is otherwise defenceless (i.e., Windows-
based machines running previous versions of OS are unable to
create even simple logs that later can be processed by an oftf-
line IDS), WEB-based systems should be protected on the
network level rather than on the host level. In this case, the
intrusion detection system will be more effective when placed
in the network perimeter, i.e., just behind and/or before the
firewall, on links to partners, etc. Otherwise, it can be placed
on the corporate WAN backbone, where it is possible to
monitor all the traffic that attempts to enter a corporate
network. In special cases to ensure high-end protection of
valuable information storage or processing units solution of
isolation of critical infrastructure into a different network
segment with its own IDS is considered to be state-of-art
technology in the field of information security [3].
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Fig. 2. Displacement of the intrusion detection system

Fundamentals for implementation strategies for intrusion
detection systems to build a trustable defence system were put
forward in 2000. Among many other valuable issues it should
be noted that implementation of firewalls between areas of the
network with different requirements (i.e. between internet-
intranet, between users-servers etc.), usage of network
vulnerability scanners to double check firewalls and to find
security holes that intruders can exploit, usage of host policy
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scanners to make sure they conform to accepted security
practices and finally usage of symbiosis of NIDS, other packet
sniffing utilities and host-based virus scanners to flag
successful intrusions may significantly improve the overall
level of information security of web-based system [2].
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Fig. 3. Snort IDS example

Most of modern intrusion detection methods are directed to
the proactive analysis of the already conducted attacks and to
the creation of new rule sets for detection of next attack of the
same type on the basis of the previously generated rules.
Scope and efficiency in such a case will be limited with those
rules for specific types of attacks. Nevertheless, enormous
traffic caused by a new attack cannot be detected.
Consequently, it is crucial to perform the fast analysis of
anomalous traffic instead of a detailed one to make it possible
to determine possibility of incoming anomalous traffic.
Usually the network traffic analysis consists of the following
basic functions: primitive network traffic data, integration of
traffic data and detection of anomalous network behaviour.
The main concern with the network traffic analysis is not just
the traffic count but the definition, which network should
analyse traffic features so that the actual collecting method
and types are determined. Method for detection of abnormal
network behaviour is analogous to the intrusion detection
system. It detects and analyses network traffic that consists of
attacks based on network traffic patterns of well-known
attacks. Another method for traffic classification is based on
the modelling of normal behaviour of network activities. Both
methods require the modelling of network traffic and the
analysis of related functionality for abnormal traffic.
Generally well-known tools, such as Ntoop, are used for
traffic analysis. Besides, TcpDump, IPmon and Snort tools can
be used.

Snort for example is a behaviour-based and rule-based
NIDS that demonstrates outstanding performance in real-time
traffic analysis and packet log analysis (Fig. 3). It can be
utilized for the protocol analysis, examination of packet
content, pattern matching, port scan, CGI attacks, buffer
overflows, etc. It uses a very flexible rule language consisting
of a module plug-in structure to catch traffic. Three main
Snort functions are the following:

o [t can be used as a packet sniffer such as TcpDump;

e Network traffic debugging is available based on the
internal packet logging function;

oIt shows good NIDS functionality. Snort is a packet-
sniffing tool that uses the packet capture library of
Libpcap.
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Snort recognizes sniffed packets and compares them with
pre-defined detection rules via a pre-processor and a detection
engine to detect the intrusion. Rules for Snort can be easily
created by users that later can be applied as plugin operations
with different alert logs and pre-processors. Nevertheless, due
to simple pattern-matching the possibility of false-positives is
quite high and the detection of new attack types is almost
impossible.

As mentioned previously, usually the IDS is deployed near
the web server and it monitors the network activities by
performing the protocol analysis and pattern matching. In
other words, IDS should reconstruct HTTP headers and
payload from captured packets, and identify attacks by
comparing traffic to signatures of attacks or behaviour
profiles.

Such mechanisms as SSL (Secure Socket Layer) (Fig. 4) or
its successor TLS (Transport Layer Security Protocol) were
introduced as solution for secure communication and data
transfer over the Internet. These protocols, first of all, allow
authentication of servers and users and, secondly, considerably
contribute to safeguarding confidentiality, integrity and
availability of data. For encrypted traffic, simple intrusion
detection systems need a deposited private key. Alternatively,
they will have to monitor traffic just after decryption.

SSL SSL Change
Handshake | Cipher Spec R HTTP
Protocol
Protocol Protocol

SSL Record Protocol

TCP

1P

Fig. 4. SSL protocol stack

These conventional approaches are problematic from the
perspective of key management and network configuration
and tuning. However such approaches are becoming more and
more popular, taking into account the rising popularity of web
systems and applications that require secured communication
between an end-user and a server. Thereby, web-application
server administrators are faced with the dilemma either to
provide secured services using SSL/TLS protocols but with a
less secure system itself because of lack of IDS monitoring or
vice-versa.

V.CONCLUSIONS

Intrusion detection system is an important addition to
commonly used firewalls, encryption of network traffic,
access control solutions and other traditional information
security approaches. The paper has described only a few
possible intellectual data mining algorithms that can be
integrated into a contemporary intrusion detection system. It
should be mentioned that the use of such algorithms allows
information security managers to step beyond traditional
opinions regarding web security since compared to other
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traditional intrusion detection systems, intellectual systems are
safer and more efficient.
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Pjotrs Dorogovs, Andrejs Romanovs. Intelektualo sistému pielietoSanas izpéte ielausanas atklaSanas izmantosanai WEB-bazétas informacijas sistémas
Darba mérkis ir izpé&tit intelektualo ielausanas atklasanas sistému iespgjamo pielietojumu WEB-bazétam informacijas sistémam. Tikai pirms daziem gadiem tikla
drosibas nodrosinasanai aktuala probléma bija apstasanas faktors interneta lietojumprogrammatiiras attistibai. Ta ir viena no svarigakajam tikla tehnologijam, bet
Ielauanas atklasanas sisttmam joprojam ir nopietni trikumi. DaZus no tiem var atrisinat, izmantojot intelektualas datu ieguves tehnologijas timekla
lietojumprogrammas. Darba ir izpéfiti un aprakstiti kopgjie arhitekttras risinajumi ielausanas atklasanas sistémas, ka arT ir atspoguloti to galvenie moduli, datu
plasmas un funkcion&Sanas principi. Papildus tiek apskatitas visizplatitakas intelektualas datu ieguves tehnologijas, kurus ir iesp&ams izmantot ielauSanas
sistémas, tie ir: pasléptie Markova modeli (Hidden Markov Model (HMM)), fikséta garuma Auditacijas pierakstu analize, K-tuvako kaiminu metode, ka ari
asociativo noteikumu metode. Neparprotami, ielausanas atklasanas sist€émas ir butisks papildinajums plasi izmantotajiem ugunsmiriem tikla trafika SifréSanai,
piekluves kontroles risindjumiem un citam tradicionalajam informacijas drosibas pieejam. Darba tika apskatiti tikai dazi iesp&jamie intelektualie datu ieguves
algoritmi, kurus var integrét Ielausanas atklasanas sistémas. Ir jaatzimg, ka $adu algoritmu izmanto$ana lauj informacijas drosibas parvaldniekiem spert soli arpus
tradicionalajiem prieksstatiem par interneta drosibu, jo, salidzinot ar citam tradicionalajam ielausanas atklasanas sistémam, intelektualas sistémas ir drosakas un
efektivakas.

Ierp Jdoporos, Anapeii Pomanos. HMccienoBanue BO3MOMKHOCTEH MCIOJIL30BAHMSI MHTE/IEKTYAJILHBIX CHCTeM OOHapys:keHusi BTop:keHuii B BEB-
OPHEHTHPOBAHHBIX HHPOPMALNMOHHBIX CHCTEMAX

Ilenblo paGoOTHI SBISETCS MCCIIENOBAHWE BO3MOXKHOI'O INPUMEHEHHUs] CHCTEM HHTEUIEKTYalbHOTO OOHapyxeHHs BTopxkeHHmi B BEB-opueHTHpOBaHHBIX
HHGOPMALMOHHBIX cHcTeMaX. Heckonmbko JieT Ha3aJ aKTyalbHOCTh HPOOIeMbl OOECIeYeHHs CeTeBOW O0e30MacHOCTH ObLTa KIIOYEBBIM  (aKTOpOM,
OrpaHHYMBAIONINM JalbHEHIIee pa3BUTHE NPUKIAAHBIX IPOrpaMM B HHTepHeTe. Ha ceroqHsmuuii qeHs, SBISSACh OAHOH U3 BaXKHEHIINX CETEBBIX TEXHOJIOTHIA,
CHCTEMBl OOHApy)XeHUs BTOP)KCHHH HMEIOT 3HAYUTENIbHBIE HENOCTaTKH. HekoTopsle M3 HHMX MOTYT OBITH HHBEIHMPOBAHBI, HCIIOIB3YsS METONBI
MHTEJUICKTYaJIbHOTO aHaJIN3a JIaHHBIX B CETEBBIX NPUIIOKEHUSX. B pabore paccmarpuBaroTcs OOIIME TEXHONOTMYECKHE PELICHHS B CHCTEMaX OOHApY:KECHUs
BTOP)KCHUI, a TaKKe ONHUCHIBAIOTCS TJIABHBIE MOJYJH, MOTOKH JaHHBIX W HPHHIOUNEI (YHKIMOHHPOBAaHUS. JIOMOIHUTENBHO PAacCMAaTPHBAIOTCS TaKHe
pacrpoCTpaHEHHBIE TEXHOIOTHY HHTEIUIEKTYaIbHOTO aHalM3a JaHHBIX, KaK CKPBIThle MapKOBCKHE MOJIENH, aHAIN3 ayAUTHBIX JaHHBIX (PMKCHPOBAHHO JIHHEI,
aJITOPUTM, OCHOBAHHBIN Ha aHanu3e K-Onmkallinx cocenei, a Takoke MOCTPOCHHE acCOLMATHBHBIX NpaBii. HecOMHEHHO, cHCTeMbI OOHAPYKEHHST BTOPIKEHHUI
SIBIISIIOTCSI 3HAYUTEIBHBIM JIOMOTHEHUEM K IIMPOKO HCIONB3YEMBIM PEIICHUSIM — OpaHaMayspaM, MH(pPOBAHUIO CETEBOr0O TpaduKa, PEIICHHSIM Pa3srpaHUuCHHS
JIOCTYIa ¥ JPYTUM TPaJUIIMOHHBEIM MOAXO0JaM 10 obecreueHNIo NH)OPMAIMOHHON Oe3omacHOCTH. B paboTe paccMaTpuBaloTCsl TOJIBKO HEKOTOPEIC BO3MOXKHBIE
AJITOPUTMbI MHTEJUICKTYAJIbHOTO aHAJIM3a JAHHBIX, KOTOPbIE MOTYT ObITh HHTETPHPOBAHbI B CHCTEMbI OOHApY)KeHHsI BTOpXeHHH. Heo6XoquMo OTMETUTh, 4To
HCIIOJIB30BaHNE TAKUX AITOPUTMOB JAaéT BOZMOXKHOCTD YIIPaBIISIOIIeMy HH(POPMAIIMOHHOM GE30MaCHOCTBIO PACIIMPUTH BO3MOXXHOCTH TPAJHIIMOHHBIX [OIX00B
K Oe3omacHOCTH B lIHTepHeTe, Tak Kak B CPaBHEHHUH C JAPYIMMH CHCTEMaMH OOHApYKECHHs BTOPXKEHHMIl, MHTEIUICKTyallbHble CHCTEMBI - Oe30macHed u
s dexTUBHEN.
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