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Abstract — IT controls as part of organization internal control
system are an important mechanism for ensuring that the
business objectives are met. However, empirical observations
show that organizations frequently do not establish an
appropriate IT control environment. In this research paper,
results of IT general controls (ITGC) audits are analysed at 61
Latvian companies with the purpose of assessing the need for
establishing an IT control environment. Research results provide
evidence that organizations with an effective IT control
environment have fewer identified significant deficiencies in
ITGC audits; there are fewer IT-related risks and the potential
impact and probability of the identified risks is lower. These
observations suggest that the IT control environment helps
organizations achieve better quality indicators and reduce IT-
related risks.
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1. INTRODUCTION

These days, most essential tasks in the financial reporting
processes are performed and supported by utilizing
information technology (IT). In order to ensure reliable
financial reporting, more and more companies emphasize the
use and development of effective IT controls in this dynamic
environment [1]. The role of IT controls and audit has become
a critical mechanism for ensuring the integrity of information
systems (IS) and the reporting of organization finances [2].

However, empirical observations show that Latvian
organizations frequently do not establish an appropriate IT
control environment. The main aims of this research paper are
as follows: 1) to assess the need for and efficiency of the IT
control environment in Latvian companies; and 2) to evaluate
the impact of the IT control environment on organizations’
performance in those core business areas that are dependent on
or closely related to IT.

In this research paper, ITGC audits will be viewed only as
part of annual financial audits.

II.IT CONTROLS, IT CONTROL ENVIRONMENT AND IT
CONTROLS AUDIT

IT controls are specific activities performed by persons or
systems designed to ensure that information systems operate
continuously and properly.

IT control objectives relate to the confidentiality, integrity,
and availability of data and the overall management of the IT
function of the business enterprise [3].

IT controls are frequently categorized into IT general controls
(ITGC) and IT application controls (ITAC). ITGC include
security management, software acquisition, development and

maintenance that can support reliable application controls and
ensure the continued operation of information systems [4].
ITAC are those controls that pertain to the scope of individual
business processes or application systems, including data
edits, separation of business functions, balancing of processing
totals, transaction logging, and error reporting [5].

The IT control environment is an interrelated set of IT
controls that are applied to an integrated IT environment. IT
controls are defined and described in several international
standards and methodologies like COBIT, ITIL and ISO
27001, 27002 and others.

IT controls audit is an audit that evaluates the
organization’s IT-related controls (including their design and
operation). IT controls audit might be held as part of an IT
audit or as part of a financial/operational audit. Both ITGC
and ITAC may be audited during the IT controls audit, in
accordance with the scope of the specific audit.

III. RESEARCH DESIGN

In this research, the results of ITGC audits are analysed at
61 Latvian companies, operating in the following industries —
insurance, technology, energy, transport & logistics, industrial
production, real estate, wholesale, retail, service, finance and
pharmacy (see Fig. 1). Firstly, the results are summarized to
show the overall situation in Latvian companies; secondly, the
results are analyzed to see the difference between
organizations with an established IT control environment and
organizations without it.
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Fig. 1. Industries of audited organizations

The ITGC audits have been held as part of the annual
financial audit in order to get confidence that information
processed by organization’s information systems (IS) is
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reliable. The following steps have been performed during the
ITGC audits: (1) understanding of the organizations’ IT
environment (including the IT controls applied); (2)
understanding and evaluation of internal control components
related to IT; and (3) understanding, evaluation and testing of
relevant ITGCs (scoping of relevant ITGC work; evaluation of
design of relevant ITGCs; testing of relevant ITGCs;
evaluation of results of ITGC testing). Figure 2 shows the
performed financial audit/ITGC audit steps and their relation
to the requirements of the International Standard of Auditing
(ISA) 315.

Notations used in Fig. 2:

ISA 315
requrement

- ISA 315 requirement

- Financial audit/ITGC audit step related to

ISA 315 requirement

Understand The Organization 1. Understand IT

and Its Environment

Understand and Evaluate the 2. Understand and
Internal Control

Components

Evaluate the
Internal Control
Components Related
to IT

Determine the Controls Reliance Approach |

Planned
to rely on

ITGC testingis
not necessary

3.- 6. Understand, evaluate & test relevant ITGCs:

6. Evaluate
results of
ITGC testing

5. Test relevant
ITGCs

4. Evaluate
design of
relevant

ITGCs

3.Scope
relevant ITGC
work

Fig. 2. Financial audit/ITGC audit steps and ISA 315 requirements

To understand the IT related controls in organizations, the
following areas have been reviewed — (1) IT governance
(control objective — to ensure that IT processes are designed
and maintained according to the organization’s strategy and
regulating rules), (2) program development (control objective
- to ensure that systems are developed, configured, and
implemented to ensure integrity of the financial reporting
process)/program changes (control objective - to ensure that
changes to application programs are authorized, performed,
tested and implemented in a manner that maintains the
integrity of the application), (3) computer operations (control
objective - to ensure that production systems are processed
completely and accurately and that processing problems are
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identified and resolved completely and accurately to maintain
the integrity of financial data); and (4) access to programs and
data (control objective - to ensure that access granted to in-
scope programs and data, upon authentication of the user's
identity, is both authorized and aligned with job
responsibilities).

IV. RESEARCH RESULTS

Research results show that in 3 years 95% of audited
companies have identified deficiencies in access rights
management area, 92% — in computer operations area, 33% —
in program development/program change area and 31% — in
IT governance area. Figure 3 shows a number of companies
with issues found in IT control areas.

Access management

Computer operations

Program developement/program
changes

IT governance

0 10 5

30 4o 50 60

Fig. 3. Companies with issues in IT control areas

Table I shows the frequently identified deficiencies in all
audited areas (IT governance, program development/program
changes, computer operations, access to programs and data)
and their risk level (risk that may arise because of identified
deficiency). The risk level has been determined using the
expert assessment method.

TABLE I
FREQUENTLY IDENTIFIED DEFICIENCIES

Access to programs and data

Low risk Medium risk High risk
- Server room is not IS are not secured with
appropriately equipped. | passwords.
Passwords (IS,

network) security
settings are too weak.

IS access rights are not
divided in separate
groups according to
access level.

Internal wireless
network is encrypted
with comparatively
weak encryption
protocol.

Owners of IS are not
formally assigned.

Administration
procedure of formal
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user access rights does
not exist.

There are
unused/unclosed user
accounts.

Granted access rights
have not been
frequently reviewed by
information systems
owners.

One user account is
used by several
persons.

IS developers have full
access to IS production
environment.

Program development/program changes

Low risk

Medium risk

High risk

Formal testing
procedure does not
exist.

Formal change request
procedure does not
exist.

Changes made are not
documented.

It is not possible to
trace who has made
changes.

IS source code is kept

Changes are not tested
prior to
implementation.

Changes are
implemented without
formal IS owner

in an inappropriate approval.
place.

Computer operations

Low risk Medium risk High risk

Formal backup copying
procedure does not
exist.

Formal responsibility
for batch job
monitoring/controlling
is not assigned.

Backup copies are not
stored in a different
type of data storage.

Backup copies are
made too infrequently.

No backup copies have
been made in IS
application level (to
backup configured
application settings).

Data backup copies are
kept in an inappropriate
place.

No restoration tests of
the data backup have
been regularly
performed.

Batch job logs are not
controlled.

Data backup logs are
not controlled.

No data backup copies
have been created.

Disaster recovery plan
(for IT) does not exist.

IT governance

Low risk

Medium risk

High risk

IT documentation (IT
security policy, internal
procedures etc.) does
not exist.

IT documentation is not
kept in an appropriate
place.

IT documentation is
outdated.

Formal service level
agreement (SLA)
defining provided IT
department services
does not exist.

Agreements with
outsourced service
providers are outdated.

Outsourced service
providers’ operations
are not monitored and
controlled.

Additionally, it is observed that in several organizations IT
managers lack the knowledge of all IT department performed
functions/administrated resources; IT environment controls are
often made just before the audit (if audit is not made

frequently, IT environment controls may be outdated); overall
organizations’ internal IT control maturity level is low, most
often — 2 (according to COBIT (0 non-existent, 1 initial/ad
hoc, 2 repeatable but intuitive, 3 defined process, 4 managed
and measurable, 5 optimized)); better IT controls are present
in banks, international corporations and companies that have
implemented quality management systems.

V. THE ANALYSIS OF THE RESEARCH RESULTS

To assess the need for IT control environment
establishment, research data is analysed — 3 different types of
organizations are compared: (1) organization group A —
organizations without IT governance and without IT control
environment; (2) organization group B — organizations with IT
governance, without IT control environment; (3) organization
group C — organizations with IT governance and IT control
environment. In each group, 3 medium-sized organizations are
selected. The results of comparison and analysis are
summarized in risk maps. Risk maps show risks categorized
and summarized by their areas (ITGC audited areas) according
to their relative significance and likelihood and maps the risks
into nine quadrants and three sectors. Position in the map
(sector, quadrant) prioritizes the risks and indicates the level
of concern and attention which should be directed toward
mitigating risks. Sectors are divided using different colours —
white, light gray and gray. White sector means that risks are
rated “low”, and they require minimal monitoring and control.
Light gray sector means that risks are rated “moderate”, and
they should be monitored on a regular basis to ensure that they
are appropriately managed. Gray sector means that risks are
rated “extreme” and they should be reduced or eliminated
immediately.

Fig.4 shows the risk map and Table Il describes the
identified deficiencies, risks that can arise and risk area for
organization group A.

Areas:

1. IT governence
2. Program
development/
program changes
3. Computer
operations

4. Access
management

£
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S
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o
-
A

Fig. 4. Organization group A
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TABLE II
IDENTIFIED DEFICIENCIES AND POTENTIAL RISKS Areas:
1. IT governence
TO ORGANIZATION GROUP A 2. Program
development/
program changes
No. Identified deficiency Potential risk Risk area . & Ly
operations
1. Several unclosed user Unauthorised access to 4. 2 4. Access
accounts (including programs and data; = management
administrator Financial loss "%
accounts) of o)
organization ex- o
employees (in IS that A
processes financial
data)
2. IS that processes Unauthorised access to 4.
financial data is not programs and data;
secured with a Financial loss
password Impact
3. Server room does not Unauthorised access to 4. Fig. 5. Organization group B
have lock programs and data;
Data loss
4. Outsourced IS Unauthorised access to 4. TABLE I1I
developers have full programs and data;
access to IS (that . . IDENTIFIED DEFICIENCIES AND POTENTIAL RISKS
. Financial loss
process financial data) TO ORGANIZATION GROUP B
production
environment and their
operations are not No. Identified deficiency | Potential risk Risk area
monitored/controlled - -
by organizations’ IT 1. Internal ereless UI}authorlsed access by a 4.
staff ne.twork is enc_rypted third party to programs and
with comparatively data
5. Data backup copies Data loss 3. weak encryption
are kept in one room protocol — WEP
with servers without - - -
access control (no 2. Server room is not Interruption of IT operation | 4.
locks) appmprlately _
equipped, the key is
6. No restoration tests of | Data loss 3. available to all
the data backup have organization’s staff
been regularly
performed, no 3. IS that_ processes Data loss 4.
evidence gained that financial data
data backup can be password security
restored settings are (00 weak
in such positions:
7. Changes to IS are not Inadequate IS operation; 2. .
. . e minimum password
tested prior to Data loss or corruption lenath — 2
implementation cha%ac ters:
8. Agreement with Financial loss; 1. o complexity
outsourced IT -
° - requirements —
manager is outdated, Reputation loss disabled.
so he does not have
legal responsibility
about actions he made 4. Disaster recovery Interruption of IT operation | 3.

Fig. 5 shows the risk map and Table III describes identified
deficiencies, risks that can arise and risk area for organization
group B.

102

plan for IT operation
restoration does not

exist
5. IS test environment Inadequate IS operation; 2.
does not exist, Data loss or corruption

changes are tested on
IT developers’ side,
user acceptance
testing is made in

production
environment

6. Formally defined Ineffective usage of 1.
rules and resources;

responsibilities for IT

. Financial loss
personnel do not exist
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Fig. 6 shows the risk map and Table IV describes identified
deficiencies, risks that can arise and risk area for organization
group C.

Areas:

1. IT governence
2. Program
development/
program changes
3. Computer
operations

4. Access
management

2
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Fig. 6. Organization group C

TABLE IV
IDENTIFIED DEFICIENCIES AND POTENTIAL RISKS
TO ORGANIZATION GROUP C

Organization group C

No. Identified deficiency Potential risk Risk area

Unauthorised access to 4.
programs and data

1. Administration
procedure of written
user access rights does
not exist,
administration process
of formal user access
rights exists, but it is
not documented
anywhere

2. Backup copies are not | Data loss 3.
stored in a different

type of data storage

3. IS changes are not
documented in user
manual, but IS usage
trainings are made on
a regularly basis

Inadequate IS usage 2.

4, IT documentation is
not freely available to
all who need access to
it

Ineffective usage of I.
resources

5. IT documentation is
outdated

Ineffective usage of 1.
resources

Figures 4 and 6 show that for organization group C all risks
are positioned in a white sector that means that risk level is
rated “low”, but for organization group A all risks are
positioned in a gray sector, i.e., risk level is rated “extreme”.

The analysis shows that during ITGC audit fewer
deficiencies are identified for organization group C and risks
are less significant. Also, the analysis shows that effective IT
governance helps organizations reduce IT related risks, but

without effective IT control environment significant risks still
arise.

VI. CONCLUSIONS

The research shows that every year during the ITGC audit
many deficiencies are found. Almost all organizations have
potential risks that can arise from the identified deficiencies
within user access rights management and computer operation
areas and overall organizations’ internal IT control maturity
level being low. ITGC audit is very important to organizations
because it can help reduce these risks and protect
organizations from financial or reputation losses.

Research results provide evidence that organizations with
the IT control environment (compared to organizations
without the appropriate IT control environment) have fewer
significant deficiencies and IT-related risks; potential impact
and probability of identified risks are lower; the IT governance
is on a higher level; IT operates more effectively helping
organizations achieve the quality goals.

These observations suggest that the IT control environment
helps organizations achieve better quality indicators and
reduce the IT related risks.

These days, there are several standards and methodologies
such as COBIT, ITIL and ISO 27001, 27002 that describe and
give recommendations for IT control environment
establishment. However, these standards and methodologies
are designed for large organizations and frequently they need
outsourced IT consultations to implement them. Further
research will be continued in the IT control environment with
the aim to develop simple understandable guidelines to IT
control environment implementation and maintenance for
medium-sized organizations in Latvia. It is planned to develop
guidelines in the following IT control environment areas — IT
governance, program development, program changes,
computer operations and access to programs and data. The
guidelines will include the recommended IT controls, support
process descriptions (that can be easily adaptable to a specific
organization) and documentation.
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Riita Pirta, Renate Strazdina. Informacijas tehnologiju vides kontroles nepiecieSamibas novértéjums

IT kontroles ir aktivitates, ko veic sist€mas vai cilveki, lai parliecinatos, ka IT darbojas, lai atbalstitu biznesu un palidz&tu sasniegt organizacijas merkus. IT
kontroles vide ir savstarp&ji saistitu kontrolu kopums, kas tiek piemerotas integrétai IT videi. IT kontroles ir definétas un aprakstitas vairakos starptautiskos
standartos un metodologijas, pieméram, COBIT, ITIL un ISO 27001, 27002. IT kontroles vides audits tiek veikts IT audita ietvara, ka arT finan$u audita ietvara
(lai ieglitu parliecibu par informacijas, ko apstrada organizacijas izmantototas informacijas sistémas, uzticamibu). Empiriski novérojumi rada, ka organizacijas
bieZi neievied/neuztur atbilstosu IT kontroles vidi. Saja p&tfjuma ir noveértéta IT kontroles vides nepiecieSsamiba organizacijas, veicot IT kontroles vides audita
datu analizi (p&tijjuma ietvaros ir analiz&ti dati no IT kontroles vides audita (konstatétas nepilnibas dazados uzpe€mumos), kas veikts ikgadgja finansu audita
ietvaros 61 uznémuma Latvija) un intervgjot nozares ekspertus (praktiz&josi auditori, IT konsultanti, IT vaditaji). Pétjjuma rezultata secinams, ka uznémumos,
kuros ir IT kontroles vide, salidzindgjuma ar uzp€mumiem, kuros nav atbilsto$as IT kontroles, vides auditos ir konstatéts mazak trikumu, 1idz ar to pastav ari
mazak ar IT saistito risku; konstateto IT risku potenciala ietekme un iesp&jamiba ir zemaka; IT parvaldiba ir augstaka limenT; no IT ir lielaka atdeve, kas palidz
sasniegt labakus kvalitates raditajus. No mingtajiem secinajumiem izriet, ka efektivas IT kontroles vides ievieSana organizacijas palidzeétu sasniegt labakus
kvalitates raditajus tajas pamatdarbibas jomas, kas ir atkarigas vai cieSi saistitas ar IT, papildus samazinot ar IT saistitos riskus.

Pyta IIupta, Penare Ctpa3auns. OneHka He00X0AHMOCTH YNPABJIeHHs cpefoii HHPOPMAIHOHHBIX TeXHOJIOTHii

UT KOHTpPONB 3TO NEHCTBHS, KOTOPBIE OCYIIECTBISIIOTCS CHCTEMOH WM JIIOABMH, 4TOOBI yOemuthes, uto IT paboTaer ¢ Leibl0 MOAACpKUBATH OU3HEC U
CIocoOCTBOBATh JOCTIDKEHMIO Ieneil opranmsamuu. Cpenoit UT ynpasieHus sBISIOTCS HaOOp B3aMMOCBS3aHHBIX KOHTPOIEH, KOTOpBIE NPUMEHSIOTCS K
nnrerpuposanHoii UT cpexe. UT KOHTPOIM ONpEAENICHB H OIHCAHBI B HECKOIBKHX MEXIYHApOIHBIX CTaHAAPTaX M METONOJIOIHsX, HAlPHUMEp B TAKUX, KaK
COBIT, ITIL u ISO 27001, 27002. Ayaut cpexst UT konTposst mpoBoautes B pamkax UT ayauTa u B paMkax (pMHAHCOBOTO ayauTa (IJIst TOTO, YTOOBI 00pecTr
YBEPEHHOCTh B HaJEKHOCTH HMH(pOpMaluu, oOpadaTbiBaeMoil MHOOPMAIMOHHBIMM CHCTEMaMH, KOTOPBIE MCIIOJB3YIOTCS B OPraHU3aliM). DMIHMPUYECKHE
HaOIIOJEHHs IIOKA3bIBAIOT, YTO OPraHM3allM 3a4acTyl0 He BBOASAT/HE MOANEPKUBAIOT COOTBETCTBYIOmyIo cpexy VT ynpasnenus. B naHHOM mccnenoBaHuM
OLICHUBAETCS MOTPeOHOCTh opranm3auuii B cpege WT KOHTpois, MpOBOAs aHaiM3 HaHHBIX ayauta cpeasl UT ynpasieHust (B pamMKax HCCIICJOBAaHHS
aHAIM3HUPYIOTCs JaHHbIEe ¢ ayauToB cpex UT koHTpoms, (HeZocTaTKH OOHApY)KEHBI B Pa3sIHYHBIX KOMIIAHHUSX), KOTOPbIE IPOBOIITCS B PaMKaX €KEeroJHOTo
¢uHaHCOBOrO ayauTa B 61 IAaTBHHCKOM NpeANPHATHII) H IPOBOIATCS MHTEPBBIO C SKCIIEPTaMU OTpacid (mpaxtukyromue ayautopsl, UT xoncynsrantst, UT
MeHe pKephl). Pe3ysbTaTel HcceloBaHys NMPUBOIAT K BEIBOAY, YTO Ha NMpPENNPUATHSX, uMmetonmx cpeny WUT ynpasieHnus, 1o CpaBHEHHIO ¢ KOMIIAHUSMH, B
KOTOpPBIX HeT cpesbl T KOHTpoOJIs, B ay[UTax HAalIM MEHbIIE HEJOCTaTKOB, I03TOMY TaM CYIIECTBYET MEHbIIE PUCKOB, cBA3aHHbIX ¢ MT; moTeHunuansHoe
BIIUSIHHE H BepOSTHOCTH puckoB YT, koTopsle onpexnenensl, Hibke; ynpasiaenus T Ha 6onee BrIcokoM ypoBHe; oTaada oT T Gobire, 9To moMoraer JOOUThCS
JIY4IINX MOKa3aTeleil kauecTa. 113 3THX BEIBOJIOB ClielyeT, 4To 3 dekTiBHOe BHeapeHue cpensl UT KOHTpoIIs B OpraHu3anusx HOBHIIIAET Ka4eCTBO PAabOTHI B
OCHOBHBIX 00JIaCTSIX, KOTOPbIE 3aBUCAT OT WM TE€CHO CBsi3aHHbI ¢ UT, B ononHenue k cokpatenuto UT puckos.
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