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Abstract — During the development of the system for anomaly
detection in the electronic information system, there is a need to
review the existing research in the field of user behaviour
modelling. Approaches to user behaviour modelling are very
diverse: the algorithms based on neural networks, agent-based
approach, Bayesian networks and ontologies. Each approach has
its advantages and disadvantages, features, and the applicability
for the infrastructure of modern complex electronic systems.
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I. INTRODUCTION

Nowadays, the task for creating a model of behaviour of
information system users is considered in a variety of
academic and applied research projects. Various sources [3]
indicate that 60 to 93% of the most dangerous attacks on the
information infrastructure have been made just using the
accounts of authorized users. It is especially important to deal
with the threats of this type of systems that operate on
sensitive data that can be used by terrorists, criminals, spies or
competitors. Such data can be stolen, destroyed or
compromised.

In addition to common security protocols used, specifics of
some system problems require the analysis of users’ activity
goals. One possible approach to provide security from internal
threats is to use models of user behaviour. In this case, the
existing formal model of user behaviour can be compared with
other models used to predict future behaviour, to obtain
information about the most typical behaviour, and especially
to help detect anomalous behaviour.

In the process of developing this type of a system [13] there
is a need to review the existing research in the field of
modelling behaviour of information system users. By
understanding the available approaches and the results of other
researchers, it is important to assess the results of target
system design.

The paper considers the various modelling methods of
behaviour of information system users. Approaches to user
behaviour modelling are very diverse, for example, purely
mathematical or statistical models are used, as well as a
variety of hybrid algorithms. As the foundation of behaviour
modelling, it is possible to use Markov models, hidden
Markov models, neural networks, Bayesian networks,
ontologies, behavioural patterns at the OS level [1], genetic
algorithms, and the analysis of traffic at the network level,
based on probability and entropy models. Each approach has
its own features, advantages and disadvantages, and the
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applicability in the modern
electronic systems.

infrastructure of complex

II. METHODS

A. Bayesian Networks

Let us recall that a Bayesian network — is a probabilistic
model, represented as a directed acyclic graph, and represents
a set of variables and their probabilistic dependencies.

In [2], the method for detecting internal threats in the
information system is described. The problem is solved by
constructing a model of user behaviour based on hybrid
Bayesian networks  (multi-entity Bayesian  networks
(MEBNSs)). Usual approach is used, when the existing user
model, built on the basis of the previous behaviour, is
compared with the current operations, and the large difference
in rates indicates the presence of abnormal behaviour. To
prove the consistency of the approach, the implementation of
the method is described.

If the user knows about the type of security used in a
protected system, he can start changing his behavioural pattern
very slowly that does not reveal much difference from session
to session, and only the use of the long history of the system
use can detect the fact of constant change in his behaviour. It
does not necessarily mean that he wilfully does something
bad, but still it should cause the security system to pay more
attention to it. Despite the presence of a certain order in the
human behaviour, it is highly unpredictable. The behaviour is
influenced by many external and internal factors, but within
the information system itself it is limited to the number of
possible actions that can build a finite model.

B. The Approach of the Research

Simple Bayesian Networks

Bayesian probability theory is a powerful tool for building
models in the case of uncertainty. An important advantage of
these models is the ability to combine both expert data and
experimental results for a long time, thus increasing accuracy.
Recently, a combined approach is gaining popularity, when
the Bayesian model is used in conjunction with the theory of
graphs, which allows building more complex and accurate
models based on a large number of -cross-hypotheses.
Bayesian network is a probabilistic model presented as a
directed graph, designed to display high-quality relationships
and the local probability distribution for the display of
quantitative information on the types and levels of relations
between concepts.
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Fig. 1 presents part of a simple Bayesian model of user
behaviour upon requesting the document. The model is
represented as a set of random values within the general
hypothesis. For example, the random variable Globallntention
indicates the likelihood of ill will in the request. It, in turn,
depends on the value of a random variable Motive. In the
absence of motivation, it is likely that the user will have no
illegal intentions, whereas for a motivated user this probability
increases significantly.

Motive AssignedTask
Financial 2.99 h WpnsMovement 0
Personal 2.99 ' WpnsCapability 0
Political 2.99 . PoliticalEvents 100

No motivated
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Threat
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Fig. 1. Part of Bayesian model

Hybrid Bayesian Networks

In standard Bayesian networks, there is a limited range of
issues, in which one set of random variables is applied to all
problems, and only the symptoms vary from problem to
problem. A more flexible representation can be achieved by
using only atypical situation as a model.

For this purpose, it is necessary to add the concept of hybrid
Bayesian networks, which operate on parameterized structures
called MEBN Fragments (MFrags). Each modular component
is MFrag representing fairly small, self-sufficient, and
conceptually significant part to support or refute the current
hypothesis. MFrag enables one to simulate various
hypotheses, creating a chain of interrelated concepts. The
modular design allows combining and re-using previously
created elements in the new research. In general, each MFrag
encapsulates the functionality of a simple Bayesian model
element.

For example, Fig.2 shows how to use MFrag model, to
present the model from Fig. 1. Each MFrag contains a set of
values of random variables (shown in white), the distribution
parameters are also included in the model, the input random
values (marked in light gray), and their values depend on the
internal random variables, random variables and context
(marked dark gray), which should be set to True, to show the
importance of the distribution defined in the resident random
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variables MFrag. All random variables have the input value,
called entities. For example, the query MFrag shown in Fig. 2
will be correct, when the entity U (indicating the user) is the
value of PerformingUser(q), for the entity q (denoting a
request) — i.e. when a particular user performs a specific

request.
AssignedTask(u)

QueryTask(q)

Fig. 2. Example of MFrag dependencies

Local distribution and their parameters used in MFrag are
extracted from real data. This approach can be used to
describe complex models using a large number of participants,
instruments and computer systems. The final model is
constructed as a Bayesian network consisting of
interconnected MFrag. The training model is applied in real
time to the description of the current user behaviour; it can be
used to detect anomalous behaviour, as well as for its study
and analysis.

Experimental Model

For the experiments, it has been necessary to set up a test
system consisting of seven MFrags and involving the
modelling of the behaviour of users, which makes requests to
the system and works with documents.

The following entities have been created:

User — MFrag describes a single user. It describes the
identity of the user and his motives and intentions.

User Background — describes three possible causes for the
damage to the system: "political activities", "personal
background", and "financial background".

User Assignment — data describes the geographical region
of the user and his main tasks.

User Intention — the current classification divides users into
"normal" and "dangerous". It is clear that during one session
in the system, the user can change its state. Also, users can
have common intentions that do not change over many
sessions.

User’s Other Intentions — the purpose of the system is not
just to identify a malicious user, but also to discover the nature
of potential threats. Therefore, it is important to consider other
features of user behaviour in the system.

Document — documents have the sources, regions, and the
value of the classifier. Also, each requested document has a
degree of compliance to the provided request.

Query — users make requests and receive the documents.

59



Information Technology and Management Science

2012 /15

The Results of the Simulation

The purpose of the experiments has been to learn to
distinguish the user type (normal / malicious), based on his
actions (request of documents) in a certain period of time
(committed during the previous sessions in the system).
Initially two identical models have been created; one model,
trust (ground truth), has been used to simulate user behaviour
and intentions, and the second one — inference, designed to
determine the presence of anomalies in the current behaviour.
Test data (a set of queries of various documents) of 100
sessions inside the system have been generated for each user.
By knowing each user type (normal / malicious) in advance,
the behaviour of 192 users has also been simulated.

The analysis of normal behaviour is displayed in Fig. 3. As
seen from the figure, for all 100 sessions, the evaluation of the
probability of normal behaviour does not fall below 0.9.

Hormal User 13

—— Naormal
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Saszion

Fig. 3. Normal behaviour of a user

Fig. 4 shows the behaviour of the probability, if the user
tries to hide its malicious behaviour.

Leaker User 3
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Session

Fig. 4. Anomaly appears after some time of normal behaviour

Fig. 6 presents the case, when a malicious user is
deliberately not found. We see that in this case, his behaviour
is evaluated as "normal" for all the sessions, despite the fact
that it is known that he makes unlawful acts.
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In contrast to Fig. 4, where the case of delayed detection of
anomalous behaviour is displayed, Fig. 6 shows a typical case
of a malicious user.

In conclusion, it should be stated that the experiments have
been performed on the basis of artificially generated data, and
their aim has been to prove the functionality of the overall
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Fig. 5. Typical anomalous behaviour detection
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Fig. 6. Undetected anomalous behaviour

approach discussed in the paper. In the future, the authors plan
to use the data from actual use of the existing system, the
ranking of anomalous observed behaviour, an increase in the
value used in the description of user characteristics and the
security policies close to the real ones.

As an important area for further research, the authors
consider the use of Data Mining methods for the preparation
and subsequent analysis of data obtained by Bayesian
networks. In particular, it is proposed to create a common
ontology document that reflects their internal semantic
relations for a more accurate assessment of conformity of the
document obtained by the user's request.

C. An Approach Based on the Use of Ontologies

In the work of French scientist L.Razmerita [4], an
approach to modelling the user behaviour is described, using
techniques from the field of semantic web, as well as
ontologies [5].
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The approach is based on the use of ontologies, which has
recently been gaining popularity because of its flexibility, the
quality of the proposed conceptual data management
methodologies and knowledge bases, opportunities to
disseminate and reuse knowledge.

The described approach considers the modelling of the
behaviour of the electron system by using ontologies in the
context of knowledge management systems (KMS). The use
of ontologies allows describing the features of the target
domain in a general way, which will continue to use the
resulting description to solve other problems in other
applications and other research groups. Additionally, by
complicating the ontology it can be approximated to a more
accurate description of the behaviour of each individual user.

The very process of creating ontology is a complex and
time-consuming task that requires expertise in various fields,
such as software creation, object-oriented programming,
theory of modelling, artificial intelligence and many others.

In general, the process of creating the ontology [6] consists
of three simple steps: collection of knowledge, coding, and
integration with existing ontologies. Established as a result of
the ontology, it will be structured according to the
specification IMS LIP [16]: "The purpose of the specification
is to define a set of modules that can be used to import data
and retrieve data from a compatible with IMS Information
Server".

In order to be able to describe the user, each IMS package
of structural information is divided into 10 subgroups. These
groups are the following: Identification, Goal, QCL
(Qualifications, Certifications and Licenses), Accessibility,
Activity, Competency, Interest, Affiliation, Security Key and
Relationship.

Identification describes the personal data of a target person.

Affiliation includes data on the relationship of a man with the
target organization. QCL contains a list of skills of a person,
his diplomas, certificates and licenses. Competency describes
other formal and informal human skills, as well as the history
of his work. Activity describes the human activities associated
with training as part of his professional duties. Accessibility
includes concepts related to possible specific features and user
requirements. Interest describes a variety of hobbies and
interests of a user. The Goal concept includes user major and
minor goals.

However, is not enough to simply describe the behaviour of
these elements; therefore, additional concepts should be
introduced. Behaviour models the characteristics of the user's
interaction with the system. The data for this module comes
from the history log-files of the user in the system. To
construct the heuristics that are suitable for the formation of
rules it is necessary to add such things as: Type_of Activity,
Level_of Activity and Level_of KnowledgeSharing. For
example, Type of Activity describes the type of user
behaviour in the system — he prefers mostly to read, write, or
go unnoticed. Also, each type of behaviour can be classified as
very active, active, passive or active. The third type of
classification is based on the assessment of the analysis of the
spread of the user's knowledge; users are divided into
Unaware, Aware, Interested, Trial, and Adopters.

The next step is to encode the ontology using a formal
language, or it can be created using the ontology editor, such
as OntoMat, OI-Modeler, KAON, or more often Protégé.

Next, the created ontologies are integrated and used within
the overall system.

Implementation of Ontology

At this stage, the mechanisms of modelling and
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Fig. 7. The implemented architecture
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personalization of models are implemented as a set of
intelligent services. Fig. 7 presents the architecture of created
Ontology-Based User Modelling framework (OntobUMT).

The data used to create a user model have a clear structure
and are partly based on the supplied user profiles, as well as,
implicitly, on the conclusions of a category extractor
represented in the form of intelligent service operating in an
automatic mode. The task of the category extractor is the type
of user classification based on the type of its activity in the
system. Any action of the system is written to the transaction
log.

User Profile Editor — a specialized ontology editor, which is
available to end users and controls the description of his
personal profile.

Intelligence services — Due to the modular system,
OntobUM(f can use various types of algorithms as the
intelligent services, determining the type (role) of the current
user behaviour. The main objectives of the service are the
following:

o to update and support the user model based on data from the
category extractor;
o to provide the individual analysis for specific types of users.

Adaptation and Personalization — the process of adjusting
the system to the features of individual user behaviour. For
example, it can be adaptive graphical user interface, structure
and accessibility of data security policies. The overall
objective of this process is to provide the right information at
the right time to the right users.

Ontology of the user's interests created as part of the system
can be used for various purposes. Depending on the specifics
of current task, category extractor intelligent service, which
classifies users, is implemented.

D. Multi-Agent Approach to the Modelling of the User Behaviour

Another possible approach to creating a behaviour-oriented
model for information GRID [8] system is considered in [7].
GRID systems are becoming more common both in research
and in the application environment to solve problems of high
computational complexity. Current methods of ensuring
security in this type of the systems are based on Public Key
Infrastructure (PKI) protocols [9]. This approach ensures good
conventional  protocols,  authorization, authentication,
delegation and exchange of certificates. However, detection of
abnormal activity using these protocols shows the results,
which are not good enough. The topic is relevant, and there
are several attempts to solve it [10] [11], but at this point
sufficiently accurate detection of this type of attack has not
been reached.

The analysis of other existing methods for detecting
anomalous behaviour of information system user has shown
that the methods are ineffective in terms of the specifics of
GRID systems. Therefore, the task has been set to develop a
new model taking into account the specifics of this type of
systems. For example, if a typical user workflow is a
consistent implementation of a large number of different
teams in the context of the GRID system, the number of tasks
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1) Collection and processing of
data about user behavior

v

2) Selection of relevant data to
create a "user profile"

v

3) The model based on "user
profile"

v

4) Verification of the model and
use it to analyze user behavior

Fig. 8. Typical steps in the behaviour modelling

is much smaller, but each of the tasks requires significantly
more resources.

Fig. 8 shows the general sequence of actions performed by
using a model of user behavior to detect its abnormal activity.

The greatest difference, when using different approaches, is
observed in step 3, where they can be used in a variety of
approaches. Within the framework of the present research, at
this stage it is proposed to use a neural network approach [12],
and to implement the entire system using the agent-based
approach.

Neural network is a popular approach to classification. In
the present research, a multilayer feedforward network has
been used. As the input data, the authors of the article have
used the following set of characteristics:

{S, ET, CPU, WT, CW, ES, CT, STD, RAM, VM, VO, RB},
where S (Site) — the node on which the task is executed; ET
(Execution Target) — the resource of the node, which
performs the task; CPU (CPU Time) — CPU time to
complete the task using the resource; WT (Wall Time) — total
task time; CW (CPUWall = CPU/W) — the ratio of CPU time
to total time of the task; ES (ExitStatus) — the status of task
completion (success or error); CT (Creation Time) — Time of
delivery (creation) of the task into the GRID system; STD
(Start Time Difference) — difference between the start time of
a task on the selected resource GRID time systems and
sending time to the target GRID system; RAM (RAM Used)
— the amount of used memory; VM (Virtual Memory Used)
— the amount of virtual memory used; VO (Virtual
Organization Name) — ID belonging to a virtual organization;
RB (Resource Broker Hostname) — ID of the resource task
broker.

For each user it is necessary to build his personal neural
network, which classifies it as a normal behaviour (1) or
abnormal (0).

The system GILDA [14] of the European project EGEE
[15] has been used to obtain the data of the users necessary for
the experiments. In total, the database consisted of more than
34,000 log entries made by users of the access activities. To
monitor all available states of the system in a distributed
system, GILDA GridICE has been used, which integrates with
the local system resource monitoring.
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In the process of software implementation of the test
system, the raw data on the behaviour of users have been
converted to XML format and then divided into training and
test samples in the proportion of 85% to 15%, respectively.
The structure of the neural network has been used by a
network of direct dissemination of information with one
hidden layer, trained by the back-propagation method. To
calculate the optimal values of the network structure, A / B
testing has been provided, showing that the best configuration
is the 20 neurons in the hidden layer, resulting in 85.81%
classification accuracy. Also, weights and learning parameters
have been assigned the values (n = 0.3, p=0.15).

In the final test, the procedure of substituting the user has
been used, when, after the initial use of the data on the
behaviour of one user, the data classifier has fed the other
(illegal) user. The final results have shown that the level of
classification of an authorized user is equal to 99.14%, while
in the case of substitution by correct classification the level
equals 99.30%. The provided results are sufficient for the
approach to be used in real systems.

The General Structure of the System, Agent-Based Approach

The most important feature of the GRID systems is their
distributed, heterogeneous structure. It is also important to
isolate the abnormal activity detection unit from the rest of the
system. Third, we need to interact with the system of
monitoring to obtain information about the tasks of running
users and Certification Centre (CA — Certificate Authority).

All these requirements are satisfied by Agent Based
Paradigm implementation. In this case, to detect the presence
of abnormality in the actions of a user, it is necessary to use an
agent, which encapsulates the personal neural network of a
user, and the methods of obtaining the required information
from the envelopment analysis.

The monitoring system is the centralized GridICE. To
gather information about the tasks performed by users, at each
node Grid Resource Information Service (GRIS) runs. In turn,
the service domain Grid Index Information Service (GIIS)
interacts with local services GRIS, aggregates the information
and sends it to a centralized server GridICE (Fig.9). To
implement the model of user behaviour, the following types of
agents have been implemented:

e An agent encapsulates a model of GRID user system
(User Agent). It is activated after a user-requested action and
includes the personalized neural network model of the current
user, statistics on his previous behaviour and the presence of
anomalous test results in the executed transaction.

e Agent Controller manages the creation and monitors
agents, user models. Also, its purpose is to inform the security
in the cases, when anomalous activity is detected.

The test system has shown quite good results for its
implementation in real projects.
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Fig. 9. The interaction of agents with the system

III. CONCLUSIONS

The article deals with a variety of methods for modelling
user behaviour. This approach is relevant to the intrusion
detection system, which monitors system activities for
malicious activities of intruders, who use the authorization
data of a legitimate user for criminal purposes. Building a
behaviour-oriented model, which controls the activities of
each user, can prevent the system from this type of invasion,
whereas conventional security tools do not provide adequate
protection against such attacks.

When you create this type of a system, it is important to
evaluate the existing research in this area. To build a Bayesian
network, the following models have been used: behavioural
models, ontology, neural networks and agent-based approach;
each of them has shown good test data results.
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Pavels Osipovs, Arkadijs Borisovs. Pieejas informacijas sistému lietotaju uzvedibas modelu radiSanai

Raksta aprakstitas tris dazadu elektroniskas informacijas sisteémas lietotaju uzvedibas modelu veidoSanas pieejas. Atkariba no modela lietoSanas mérka un
apskatamo sistému struktiiras Ipa§ibam profila izveido$ana var izmantot dazadus algoritmu veidus. P&tijuma apskatitas tris pieejas: neironu tiklu un agentu
apvienoSanas pieeja, Baijesa tikli un ontologijas. Katrai ir savas priekSrocibas un tritkumi, funkcijas un iesp&jamais pielietojums sarezgitu elektronisko sisteému
misdienu infrastruktird. Vislabakos rezultatus katra pieeja uzrada tas informacijas sistémas ietvaros, kurai tas tika izstradats. Izmantojot Baijesa tiklus, var
modelét sarezgitas motivu un visu procesa dalibnieku iesp&ju mijiedarbibu. Tapat tie lauj izmantot gan automatisku datu izdalisanu no lietotaju aktivitates logiem,
gan eksperta metodes izmanto$anu modela mezglu svaru un sadalijumu, kas apraksta dazadus dalibnieku raksturlielumus, parametru uzstadiSanai. Ar ontologiju
iespgjams loti detalizéti aprakstit dazadus lietotaja uzvedibas aspektus. P&tfjuma ietvaros netika izskatits drosibas nodroSinasanas merkis, lietotaja uzvedibas
modelis tika sastadits intelektualai rekomendgjosai sistémai. Ontologijas uzradija labu rezultatu, laujot aprakstit un nemt véra visas svarigakas katra lietotaja
intereSu Tpatnibas. Tresa pieeja ir neironu tikli, kas kombinéti ar multiagentiem. Mérka sistémai $aja gadijuma ir plasa struktura, kas prasija agentu izmantoSanu,
lai sniegtu informaciju neironu tiklam. Pats neironu tikls tika izmantots ka vienkarss klasifikators, kas atbild uz jautajumu, vai pasreizgjas lietotaja darbibas ir
atrodami launpratigi vai anomali sistémas izmantoSanas mérki. Sis pétijums ir dala no projekta, kas paredzéts, lai nodro§inatu droiibu necentralizétai
informacijas sisteémai pret uzbrukumiem, kurus raksturo "anomala uzvediba", kad eso$o lietotdja kontu launpratigi izmanto cita persona. Tada gadijuma tipiskas
lietotaja uzvedibas profila analize, izmantojot informaciju par iepriek$gjiem darba seansiem ar sist€ému, Jauj noteikt anomalijas un signaliz&t drosibas sist€mai par
ieverojamu atskiribu no ierasta darbibas veida.

IaBea Ocunos, Apkaauii bopucos. IToaxoab! K co31aHNI0 A0 I0HOB NOBEEHHS N0JIb30BaTe el HHPOPMALMOHHBIX CHCTEM

B craTtbe paccMOTpPEHBI TPH Pa3IMYHBIX MOAX0AA K IOCTPOCHHIO MOJIEINH TIOBEJCHUS IT0JIb30BATEINs AIEKTPOHHOH HH(POPMAIMOHHOM cucTeMbl. B 3aBrcHMOCTH
OT LIEJM KCIOJIb30BaHHs TaKOM MOJEIM M OT OCOOCHHOCTEH CTPYKTYpHI LEJICBOW CHCTEMBI, JJIs MIOCTPOCHHS MPO(HUIIT BO3MOXKHO HCIIOJIB30BaHUE OOJIBIIOTO
KOJIMYECTBA Pa3HOOOPA3HbBIX arOPUTMOB. PacCMOTpPEHBI ClleAyIONIMe TTOIXOIBL: aIrOPUTMBI, HCIIOIb3YOIINe HEHPOHHBIC CETH M areHTHBIN MOIXO0M, a TAKKe -
BaiiecoBckue cetd W OHTONOrMH. KakAblii M3 MOAXOJOB MMEET KaK MPEUMYILECTBA, TaK M HEIOCTATKH, a TAKKEe - OCOOCHHOCTH NPHUMEHEHHS B YCIOBHSIX
COBPEMEHHON HH(PACTPYKTYpBl CIOKHBIX 3JICKTPOHHBIX cUCTeM. Hawsydiine pesynbTaThl Kax[blii M3 IIOJXOJOB IOKa3bIBaeT B paMKax TOW LeNeBOi
HHGOPMALMOHHON CHCTEMBI, Ul KOTOpOi oH ObuT co3naH. C momorpio BailecoBCkuX Mozeneil MOXKHO MOJEIUPOBAThH CIIOXKHOE B3aUMOJCHCTBHE MOTHBOB U
BO3MOYKHOCTEH BCEX YYACTHHKOB mporecca HYHKIHOHUPOBaHHs cicTeMbl. OHH MO3BOJSIIOT MCIOJIb30BaTh KaK aBTOMATHYECKOE BBIACICHHE MaHHBIX U3 JIOTOB
aKTHBHOCTH TOJIb30BaTEJICH, TaK M UCIIOJIb30BAHUE IKCIIEPTHOTO METO/IA JUIsl HACTPOMKH BECOB Y3JIOB MOJICIIH U MApaMETPOB PACIPEISIICHUI, ONMCHIBAIOLINX TE
WIH HMHbIE XapaKTePUCTHKH YYaCTHHKOB. B CBOIO ouepesib, OHTONOTWS IO3BOJSIET JETalbHO OIKCATh DPA3NHYHBIC ACIEKTHl MOBEICHHS IOJIb30BATENS.
PaccMOTpeHHOE HCCIeIOBaHWEe UMENO IIENb, OTIHYHYIO OT OOecredeHms 0e30IMacHOCTH; MOJENb MOBEACHHsS IOJb30BATENSI B 3TOM CIIydae CTPOHIACH IS
HHTEIUIEKTYalIbHOM PEeKOMEHIATeNIbHOM ccTeMbl. OHTOJIOTUH MTOKA3aJId XOPOIIHI Pe3ybTarT, TO3BOJIMB ONUCATh U YYECTh BCE Ba)KHbIE OCOOCHHOCTH HHTEPECOB
KaXJI0r0 KOHKPETHOT'O 10JIb30BaTelis. TpeTHil MoIXo 1 IpelyCMaTpUBAET UCII0JIb30BaHHE HEHPOHHBIX CETel COBMECTHO C MapaurMOil MHOTOAr€HTHBIX CHCTEM.
LleneBas cucTeMa B 3TOM Cllydae HMeNa paclpeeiEéHHYI0 CTPYKTYpY, YTO 00yCIOBHIIO HCIOJIb30BaHHUE areHTOB I MOCTABOK HH(MOPMAIUH HEHPOHHOU CETH.
Cama HeWpoHHas CeTh HCIIOJIb30BaJach B KauecTBE OOBIYHOIO KIIaCCH(HKATOPA, OTBEYAIOIIETO HA BOIMPOC: €CTh JI B TEKYLIMX JEHCTBUSAX MOJIB30BATEIS
HaJIMYKME 3JIOHAMEPEHHOCTH WJIM aHOMAaJbHOCTh. J[aHHOE MCCIIEJOBAaHHE MPOM3BEACHO B paMKaX INPOCKTa M0 O00CSCICUCHUIO OE30IaCHOCTH PAacIpeelIiEHHON
HHGOPMALOHHOW CHCTEMBI OT aTaK TUMA «AHOMAIbHOE IOBEICHHE», KOTAa 10J] YYETHOW 3aIHChIO JISTUTHMHOTO IIOJb30BATENsl CHCTEMY 3JI0HAMEPEHHO
HCIIONB3YeT APYroil 4enoBek. B Takom ciydyae aHanu3 npoGmis THIHYHOTO MOBEICHHUSI MOJB30BATENsl B PaMKaxX MPEBIIYIHX CEaHCOB PabOTBI C CHCTEMON
MO3BOJISIET OOHAPYKUTHh AHOMAJIMK U CUTHAJIM3UPOBATh CHCTEME OE30IIACHOCTH O 3aMETHOM OTJIMYUH B IIA0JIOHE OBEICHHUSI.
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